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Home PC Security Overview

puter interconnected time with global -access to
ation and connectivity via the internet. Daily
omputer attacks, compromises, and breaches.

- & Computer attacks look for vulnerabilities in your computer
| system to take advantage of flaws or weaknesses and this gains
access to your system



The Internet = A World of
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what 6s at vyo

‘way to communicate with
s, family, colleagues

A Access to information
and entertainment

A A means to learn, meet
people, and explore

www.microsoft.com/protect



Online Securit Versus
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ars
ogy in the same
e secure the
our homes.

e must act in
way elp protect us
against the risks that
come with Internet use.




of privacy

A Disturbing A Spam
content

A Predators



Primary Tteats to Computer

Trojans

Viruses that pretend to be
helpful programs while
destroying your data,
damaging your computer,
and stealing your
personal information.
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Spyware

Software that tracks
your online activities or
displays endless ads.
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Disturbing
Content

If kids explore
unsupervised, they
could stumble upon
images or information
you may not want
them exposed to.

nd adults music, video, a
arnet to files may be illegal,
Jate and download
malicious software.

Predators Invasion of Privacy

These people use the If kids fill out online forms, they

Internet to trick children may share information you

into meeting with them dondét want strangers

in person. about them or your family.
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Account Information - $$$
lit Card Numbers - $$$
swords to access further accounts you have
ddresses and More personal information
¢ Others email account of friends and family
- £ Medical Information o Identity Theft for Fraud
E Use your Home computer for attacks to other pcs
=

Store pornography on unsuspecting pcs.



1truders Break into My
PC 7

, they send you an EMAIL with a

ates an opening that intruders use to enter

kness, or oVulnerahbi
program = gain access

E Downloads from Internet of unknown
orograms

e Emails from friends or family that have a virus




er Infected

Hacker Install a New Program and
ntinues to use your computer ;

A BackDoor is cleverly disguised to
lend with other programs on your
computer ;

Like a House with doors unlocked,
windows open when leave.






somputer Crash Video - 4:00


http://us.mcafee.com/en-us/local/html/identity_theft/spyware_video.asp
http://us.mcafee.com/en-us/local/html/identity_theft/spyware_video.asp
http://us.mcafee.com/en-us/local/html/identity_theft/spyware_video.asp
http://us.mcafee.com/en-us/local/html/identity_theft/spyware_video.asp

Ity Technique

e prevention method .

riginal.






Viedium Tech Security

J ng

N\
Wwwiwnddiokii'd'osBogy



Hi Tech Security

mw.nidekildes .org



Phishing




